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Al AGENTS - OPERATIONAL FOUNDATIONS

EXECUTIVE SUMMARY

The natural-resources industries in Latin America are in the early innings of a deployment
wave for Al agents: autonomous or semi-autonomous systems that read operational data,
reason over it, and take or recommend actions. The vendor pitches are confident, the board
pressure is intense, and the proofs-of-concept are multiplying. Underneath, a contradiction
is forming. Agent budgets are rising. Agent ROl is not.

We have observed four Al agents deployed in production at LATAM mining operations through
2025. The two with clean telemetry foundations delivered measurable returns within a fiscal
quarter. The two without became compliance liabilities. One was quietly disabled after
recommending a recovery setpoint based on a calibration record that had been stale for
seven years. The other generated a year of decision artifacts whose audit trail could not be
reconstructed when a safety event prompted regulatory review.

The difference was not the model. It was the substrate.

This paper argues a simple position that is unpopular with vendors and uncomfortable
with boards: most natural-resources operations are not ready to deploy autonomous
agents, because the digital foundation those agents depend on is structurally deficient.
Sensor calibration is unmaintained. Master data is contested across IT' and OT?. Time-series
telemetry has silent gaps. Process metadata exists in operator notebooks and supervisor
heads, not in queryable systems. And the institutional confidence in “we have the data” is,
in most cases, an inheritance from earlier eras of dashboards and reports, where bad data
still produced useful-looking outputs because a human was reading them.

Agents are different. They read at machine speed, act at machine confidence, and docu-
ment their decisions in formats no investigator can later reconstruct without the originating
substrate. They do not fix bad data. They amplify it.

The recommendation is not to abandon Al agents. The recommendation is to sequence:
foundation first, agents second. This paper describes what that foundation actually consists
of, why natural resources is uniquely vulnerable to skipping the step, where most operations
realistically sit on the maturity spectrum, and what executives should ask before signing the
next agent pilot.

TInformation Technology — corporate computing systems (ERP, email, analytics, cloud) traditionally owned by the CIO
organization.

2Qperational Technology — control systems running physical processes (DCS, PLC, SCADA, historian, on-stream analyzers)
traditionally owned by plant engineering or maintenance.
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WHAT “"BAD DIGITAL QUALITY" MEANS IN PRACTICE

The phrase “data quality” has been worn smooth by a decade of analytics consulting. For
agent readiness, it has to be unpacked into the specific failure surfaces that matter.

Sensor calibration debt. Every physical measurement depends on a sensor that drifts: small
per day, large per year. Calibration is most often updated reactively, when a sensor obviously
breaks, rather than on schedule. An agent reading a pH probe last verifiably calibrated
in 2019 produces a recommendation as confident as one reading a sensor calibrated this
morning. The substrate gives it no way to discount the difference.

Master data fragmentation. The same physical asset routinely carries different identifiers
across ERP3, MES*, CMMS?®, historian, and LIMS®, especially in operations that have absorbed
acquisitions and vendor changes over twenty years. An agent that joins data across these
systems will silently fail on the joins that are not aligned, and succeed on most of them,
producing reports that look complete.

Time-series integrity. Historians compress aggressively. Gaps from outages, faults, and
maintenance are common; some are flagged, many are not. An agent computing a rolling
average over a window that contains a multi-hour gap returns a value with no relation to
physical reality. The number is precise. It is not accurate.

Process metadata as tacit knowledge. The reason a parameter sits at its current value is
most often recorded only in the head of a senior process engineer. Alarm meanings, standard
responses, threshold history live in handover notebooks and shift conversations. Agents
cannot read these. They treat the configured value as truth, even when the operator who
set it would call it a workaround for a sensor problem nobody had time to fix.

Human-in-the-loop signal absence. The implicit corrections an experienced operator
makes (a manual valve nudged to compensate for a known bias, an alarm ignored because
it has been miscalibrated for two years) are invisible to the substrate. The agent observes
the headline output (the process is stable) without observing the human work that keeps it
stable. When asked to take over, it inherits the headline without the maintenance.

The aggregate of these conditions is not “messy data.” It is a substrate whose surface looks
intelligible but whose semantic integrity is locally fragile in ways that experienced humans
have learned to route around. Agents have not learned to route around them. They cannot.
The routing knowledge is not in the substrate.

3Enterprise Resource Planning — the system of record for materials, equipment, work orders, finance and procurement
(e.g. SAP, Oracle EBS).

4Manufacturing Execution System — the layer between ERP and OT that schedules and tracks production runs, batches
and shifts at the plant.

SComputerized Maintenance Management System — the system of record for equipment, work orders, spare parts and
preventive maintenance schedules.

Sl aboratory Information Management System — the system of record for sample tracking and assay results from the on-site
laboratory.
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SIGNATURE STORY — THE CONCENTRATOR'S CONFIDENT MIS-
TAKE

The following account is composite, anonymized, and operationally plausible. The pattern it
describes has been observed at more than one site.

A major copper concentrator plant deployed an Al agent in mid-2024 to assist with reagent
dosing optimization in the flotation circuit. The agent ingested data from the plant histo-
rian: pH probes at three points in the rougher and cleaner banks, conductivity, ore grade
from the on-stream analyzer, and reagent flow rates from positive displacement pumps. It
recommended setpoint adjustments to the operators on a fifteen-minute cycle.

The agent’'s recommendations were generally good. Recovery improved by a measurable
fraction of a point in the first six weeks. The metallurgical superintendent endorsed the
pilot. The operations team grew accustomed to following the agent's suggestions without
questioning them. The recommendations were small, frequent, and usually in the direction
the operator would have moved anyway.

Then over a period of roughly four months, recovery quietly degraded by 1.2 points. The
agent’'s recommendations had not changed in character; they were still small, frequent, and
confident. The plant manager initially attributed the decline to a known mineralogical shift
in the feed. The on-stream analyzer was sent for verification. The reagent supplier was
queried about lot variability. The downstream tailings facility was reviewed. None of these
investigations identified a root cause.

The actual cause was discovered four weeks later by a maintenance technician on a routine
cleaning round. The pH probe at the head of the rougher bank had a calibration certifi-
cate dated 2017. The certificate had been carried forward through every annual audit by
a clerical convention nobody had questioned. The probe had drifted approximately 0.4
pH units over the intervening years, and the agent, operating on the assumption that the
historian's pH reading was a faithful representation of physical pH, had been systematically
over-recommending lime additions, which suppressed pyrite flotation correctly but also
suppressed chalcopyrite recovery as a side effect.

The estimated cost of the four-month degradation was in the low single-digit millions of US
dollars. The cost was not catastrophic. The pattern, however, is the relevant artifact. The
substrate told the agent a lie, and the agent told the operators a confident, small, frequent
lie in turn, and the operators followed the small, frequent lies because they were dressed
in the language of optimization rather than the language of error.

When the agent was paused for investigation, the operators reverted to their pre-agent dosing
heuristics. Recovery recovered. The probe was recalibrated. The agent was reactivated.
Recovery improved.

The site has not redeployed the agent in any decision-making capacity since. It now runs in
a passive observer mode while a parallel program rebuilds calibration discipline across the
wet circuit.
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The lesson the metallurgical superintendent drew, when the case was reviewed at a quarterly
safety meeting, was not “the agent was wrong.” It was: “the agent did exactly what we
asked it to do with the inputs we gave it. We did not give it the inputs we thought we were
giving it.”

FOUR FAILURE MODES OF Al AGENTS ON BAD SUBSTRATE

The concentrator story is one instance of a pattern that recurs with mechanical regularity:
the substrate tells the agent a lie, and the agent translates that lie into recommendations that
look like optimization. There are four characteristic failure modes by which this translation
goes wrong, and they recur across deployments where the underlying digital quality has not
been audited.

Hallucination amplification. This is the most discussed and arguably the least dangerous,
because it produces outputs that are visibly wrong. The agent reads a stale or inconsistent
input and generates a recommendation that an experienced operator immediately recognizes
as out of bounds. The recommendation is rejected. No harmis done beyond a loss of operator
trust. This failure mode is recoverable.

Confidence misplacement. This is the failure mode the concentrator above experienced.
The agent's recommendations are plausible (within the range of actions an experienced
operator might take) but systematically biased by an input the agent has no way to distrust.
The output of the bias is small per cycle and accretes over weeks or months. Operators
do not reject the recommendations because individually they look reasonable. The bias is
invisible until cumulative evidence (a recovery curve, a yield trend, an energy intensity drift)
forces investigation. This is the most expensive failure mode because it remains undetected
longest.

Decision laundering. When an agent issues a recommendation and an operator follows
it, the institutional record of the decision lists the operator as the actor. The agent's role is
recorded in a metadata field that nobody reviews after the fact. When the decision turns
out to have been wrong, accountability follows the operator. When the agent's reasoning is
later reconstructed, the analyst finds that the operator was, in practice, executing a machine
recommendation. The chain of responsibility evaporates. Safety investigations, ESG’ audits,
and regulatory inquiries become hard to conclude because the actor of record is not the
deciding entity. This is a governance problem, not a technical problem, but it is created by
the technical architecture.

Audit trail collapse. Al agents that reason over data and produce recommendations rarely
persist the full state they reasoned over. They log the recommendation, sometimes log the
inputs, almost never log the contextual data the model used to interpret the inputs. When a
regulator or insurer asks, six months after an incident, what the agent “knew" at the time of
a particular decision, the answer is most often: we cannot reconstruct it. The historian has

7Environmental, Social and Governance — the reporting framework increasingly demanded by regulators, investors and
lenders to substantiate sustainability claims.
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rolled. The agent's working memory was ephemeral. The intermediate reasoning is gone.
The institution discovers, in the worst possible moment, that it has been operating without
an auditable decision history.

These four failure modes are not exotic. Each one of them has occurred in production
deployments observable through our consulting practice in the past eighteen months. They
are also not specific to mining; the patterns transfer to cement, pulp, and agribusiness

operations with only the names of the unit processes changing.

Four Failure Modes of Al Agents on Bad Substrate

Plotted by stakes of failure (y-axis) and visibility of failure (x-axis)

HIGH

01

Small biased recommendations accumulate over
months. Each one looks reasonable, so operators
follow them. The bias stays invisible until a
recovery curve forces investigation — the most

CONFIDENCE MISPLACEMENT

expensive mode because it goes undetected longest.

02
AUDIT TRAIL COLLAPSE

Decisions cannot be reconstructed when a
regulator or insurer asks six months later.
The agent's working memory was ephemeral;
intermediate reasoning is gone. Visible only
when an incident forces an investigation.

03
DECISION LAUNDERING

STAKES OF FAILURE

Operator follows agent recommendation;
institutional record names the operator as the
actor. The agent's role lives in a metadata field

silently; governance erodes without incident.

nobody reviews. Chain of responsibility evaporates

04
HALLUCINATION AMPLIFICATION

Agent recommendation is obviously wrong;

an experienced operator recognizes it as out of
bounds and rejects it. No harm beyond a loss
of trust. Recoverable. Least dangerous of the
four — and the most discussed in the press.

Low HIGH

VISIBILITY OF FAILURE

NTT DATA - Natural Resources Practice - 2026

Figure1 The four characteristic failure modes of Al agents deployed on unaudited substrate,
mapped against the two axes that most determine their organizational cost: visibility of the failure
and stakes of the underlying decision.

THE FOUNDATION LAYERS AGENTS DEPEND ON

If “bad digital quality” is the problem and “foundation first, agents second” is the recommen-
dation, what is the foundation actually made of? The following layers are not a consulting
maturity model. They are an operational checklist of what an autonomous agent needs in
order to produce decisions an organization can trust and defend.

Layer 1— Master data. Every entity an agent reasons about (equipment, material, location,
process step, operator role) must have a single canonical identifier resolvable across all
systems the agent reads. The work of reconciling identifiers across ERP, MES, CMMS,
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historian, and LIMS is unglamorous and expensive. It is also non-negotiable. An agent
operating on fragmented master data will produce outputs that are individually correct and
aggregately meaningless.

Layer 2 — Telemetry quality. Each sensor whose reading enters an agent’'s reasoning must
have a current calibration record, a documented uncertainty range, a fault-detection regime,
and a clear policy for how the agent handles fault or out-of-range conditions. “Trust the
sensor” is not a policy. "Distrust readings older than N hours from a sensor whose calibration
certificate is older than M months” is a policy.

Layer 3 — Time-series integrity. The historian must distinguish, for any time window,
between no data and data is zero. Gaps must be flagged at ingestion, not interpolated
invisibly. Agent queries against time-series data must propagate gap awareness into the
agent's output. If 18% of the window was missing, the agent's recommendation must reflect
that uncertainty, not absorb it silently.

Layer 4 — Process metadata. The tacit knowledge of why operational parameters exist
at their current values must be progressively externalized. This is a multi-year program in
most operations and cannot be sequenced as a precondition of every agent deployment.
But it must be sequenced as a precondition of high-stakes agent deployment, wherever
a recommendation can drive a setpoint that affects safety, environmental compliance, or
revenue at material scale.

Layer 5 — Human-in-the-loop telemetry. The agent must observe and log the human
corrections being applied to its recommendations. When an operator overrides a setpoint,
the override must be captured with reason codes and surfaced back to the agent’s training or
calibration loop. Without this, the agent never learns what it is getting wrong; it accumulates
a private model of the operation that diverges from the operation’s actual practice.

These five layers compound. A failure in any one of them undermines the agent’s reliability.
An organization that has invested heavily in layers 2 and 3 while leaving layer 1 untouched will
still produce agents whose outputs are systematically broken at join boundaries. The layers
are not optional steps in a phased rollout; they are simultaneously necessary conditions.
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FIVE FOUNDATION LAYERS Al AGENTS DEPEND ON

Each layer is a simultaneously necessary condition — a failure in any one undermines agent reliability.

Al AGENT

HUMAN-IN-THE-LOOP TELEMETRY

Operator overrides captured with reason codes, fed back to evaluation

PROCESS METADATA

Tacit knowledge externalized into queryable systems

TIME-SERIES INTEGRITY

Historian distinguishes “no data” from “data is zero

LEGEND

TELEMETRY QUALITY

Calibrated sensors, documented uncertainty, fault-detection policy

® commonly fragile in practice

MASTER DATA

Single canonical identifier for every entity across all systems

DEPENDS ON

FOUNDATION

Source: NTT DATA - BizTalk — The Substrate Problem (2026) Figure 2 of 3

Figure 2 The five operational foundation layers an autonomous agent depends on, stacked from the
most foundational (master data) to the most agent-adjacent (human-in-the-loop telemetry). The two
layers at the base, master data and telemetry quality, are the ones most commonly broken in
production deployments.

WHY NATURAL RESOURCES IS UNIQUELY VULNERABLE

Several industries deploy Al agents on imperfect substrates. Natural resources operations
are uniquely exposed for four reasons that compound.

Physical asset density. A modern concentrator, cement plant, pulp mill, or industrial-scale
farm has thousands of sensors deployed across kilometers of process equipment. The cost
of comprehensive calibration discipline scales with sensor count, and the operational cost of
taking a sensor offline for verification is higher than in lighter-weight industries. Calibration
debt accumulates faster than in, say, banking or telecommunications.

Low IT/OT maturity. The integrations that allow an Al agent to read across both domains
are recent, fragile, and most often built by integrators rather than owned by either IT or
OT engineering teams. When an integration breaks, the agent’s substrate breaks with it.
The time-to-detection is long because neither side considers the integration their primary
responsibility. An agent that depends on a pipeline nobody owns will eventually be wrong
about something nobody can explain.
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Safety and environmental stakes. A wrong agent recommendation in a customer-service
context produces a refund. A wrong agent recommendation at a tailings pond, in a kiln, in a
flotation circuit, or in an irrigation schedule can produce a regulatory event, a labor union
response, or an environmental incident with multi-year consequences. The stakes shift the
calculus from “ship the pilot and iterate” to “verify the substrate before exposing the agent
to the actuators.”

Regulatory and ESG pressure. The same boards that are pushing for agent deployment
are also responding to investor pressure for verifiable ESG reporting. The two demands are
in tension when the agent's decisions cannot be reconstructed. An operation that cannot
demonstrate, six months after the fact, why a particular reagent dosing pattern was used will
find itself unable to substantiate its sustainability claims to auditors who increasingly read
into the system rather than reading the report.

These four factors do not make Al agents unsuitable for natural resources. They make the
sequencing argument much more important than it would be in lighter industries. Foundation
first is not a preference. It is a precondition for not creating, in pursuit of operational
excellence, a class of compliance and safety liabilities that did not exist before the agents
were deployed.

0/

WHERE MOST LATAM OPERATIONS ACTUALLY SIT

Across the operations we have walked in Chile, Peru, Brazil, Argentina, Colombia, and
Mexico over the past three years, the distribution is uncomfortable but consistent. A small
minority of operations have invested in the foundation layers ahead of the agent wave —
usually greenfield digital programs at recent capital projects, or operations whose parent
organization has run a multi-year master data rationalization. They can credibly deploy Al
agents with appropriate guardrails. They are the exception.

The majority have foundation gaps they have not yet sized, and are deploying agent pilots in
parallel anyway, because vendor pitches and board pressure operate on a timeline that does
not wait for foundation work to complete. These operations are accumulating the failure
modes described in Section 04 at a rate that will become visible in 2026 and 2027.

i

“We have been told for two years that we have the data. The agent's first month was the
first time anyone tried to actually use the data the way we said we could. We are now eleven
months into rebuilding the parts that didn't exist.”

— VP of Operations, large diversified mining company, LATAM
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What is specific to LATAM is the gap between the public narrative (rapid digital transformation,
Al leadership in mining) and the operational reality (calibration debt, master data fragmenta-
tion, integration fragility). The operations that publicly commit to Al agent leadership without
first auditing their substrate are not the next cycle's winners. They are the next cycle's case
studies.

FIVE QUESTIONS BEFORE DEPLOYING

The following diagnostic is not a maturity model. It is five questions a ClIO or CDO can ask,
in a conversation with their operations counterpart and their integrator, that will surface the
most common substrate gaps before the agent pilot is committed.

l DIAGNOSTIC QUESTION For the sensors whose readings will enter

the agent’s decision loop: what is the median age of their current
calibration certificates, and what is the documented procedure for
handling readings from sensors whose calibration has expired?

If the answer to either part of this question is "l would need to find out,” the foundation is not
ready and the agent should not be making decisions yet.

I DIAGNOSTIC QUESTION For the master data the agent will join across

systems: who owns the canonical identifier for each entity class, and
when was the last reconciliation audit between the systems the agent
will read?

If the answer is “we are running a reconciliation project,” the agent should run in observer
mode until that project ships.
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: DIAGNOSTIC QUESTION If a regulator or insurer asked us, eighteen

months from now, what the agent “knew” at the time of a specific
decision, can we reconstruct the full input state, the model version,
and the reasoning trace?

If the answer is no, the agent cannot be deployed in any capacity that affects safety, envi-
ronment, or regulated reporting.

! DIAGNOSTIC QUESTION When an operator overrides an agent rec-

ommendation, is the override captured with reason codes, persisted,
and fed back into the agent’s evaluation loop?

If not, the agent will diverge from operational reality silently and we will not know it has
diverged until cumulative damage forces investigation.

I DIAGNOSTIC QUESTION When the agent is wrong, not catastrophi-

cally wrong but small-and-frequent wrong, whose KPI® catches it?

9Key Performance Indicator — a measurable metric used to evaluate the performance of a process, team or
system against a defined objective.

If the answer is “the same KPI that the agent is optimizing,” the agent has marked its own
homework and the institution has no independent check on its accuracy.

These five questions do not guarantee a successful deployment. They surface the most
common foundation gaps before the commitment is made. The cost of asking them is one
conversation. The cost of not asking them is the cost of the failure modes in Section 04
multiplied by the duration of undetected operation.
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THE SEQUENCING ARGUMENT — FOUNDATION THEN AGENTS

The most common pushback to the foundation-first argument is that foundation work takes
years and agent deployment is happening now. The two cannot be sequenced; they must
be parallel.

This pushback is partially correct and largely wrong.

It is partially correct in that foundation work can and should run in parallel with limited-scope
agent deployments: specifically, agents in observer mode that produce recommendations
without taking actions, and agents whose action scope is bounded to reversible, low-stakes
domains. There is genuine learning value in running agents against imperfect data while the
foundation is rebuilt.

It is largely wrong in that the sequencing argument is not about deferring all agent work until
all foundation work completes. It is about not deploying agents in decision-making roles
for processes whose substrate has not been audited. The sequencing is per-process, not
per-organization.

A practical formulation: the substrate audit is a precondition for every agent deployment
whose action scope includes a setpoint that affects safety, environment, or material rev-
enue. For agent deployments outside that scope (recommending shift schedules, drafting
maintenance work orders, summarizing operational reports), the substrate audit is recom-
mended but not blocking.

This formulation gives operations a productive path. It does not require a years-long founda-
tion program to complete before any agent ships. It does require the executive sponsor of
each agent project to know whether the proposed action scope crosses the safety/environ-
ment/revenue threshold, and if it does, to require the substrate audit before committing.

The vendor incentive is to push the threshold upward, to characterize each pilot as low-
stakes and reversible, because the foundation audit is friction the vendor does not benefit
from. The executive's job is to push the threshold downward, to characterize each pilot as
potentially consequential, because the cost of being wrong about the threshold is asymmetric.
Wrong-low produces operational excellence. Wrong-high produces compliance liability.

In our consulting experience, executives who default to wrong-high catch problems early
and ship working agents within twelve months. Executives who default to wrong-low ship
agent pilots quickly and spend the next two years rebuilding the foundation while explaining
to the board why the pilots were paused. The first group ends the cycle with agents. The
second ends it with explanations.
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Foundation-First vs Parallel-Deploy

Two sequencing strategies - outcomes at month 12 and month 24

Master data reconciled - calibration restored Substrate guardrails in place Confident scaling
Time-series integrity audited Staged action authority Defensible board narrative

© ©

WORKING AGENT DEFENSIBLE ROI
shipped af month 12 cumulative at month 24

FOUNDATION-FIRST

SCALED OPERATION
Months 12 - 24 - multiple agents - auditable decisions

MO M3 M6 M9 M15 M18 M2t

PARALLEL DEPLOY AGENT PILOT PROBLEMS SURFACE FOUNDATION REBUILD
Months 0-3 Months 3-8 Months 8 - 24 - agents paused or constrained to observer
Agents shipped first;

foundation backfilled later.

Vendor pitch accepted Substrate gaps emerge Foundation work backfills - board explanation cycles
PoC demo data succeeds  Recovery degrades - audit-trail gaps ROI deferred - pilots re-staged

®

COMPLIANCE LIABILITY DELAYED ROI

surfaces at month 12 accumulated cost at month 24

[ substrate / foundation W agent deployment [[] problem / risk phase W paused/ rebuild O success milestone QO warning milestone.

Figure 3 Two sequencing strategies compared over a twenty-four-month horizon. The
foundation-first path delivers a working, defensible agent by month 12 and scales from there. The
parallel-deploy path reaches month 12 with an accumulating compliance liability and spends the
following year rebuilding the foundation that should have been built first.

ANTI-PATTERNS WE HAVE SEEN REPEATEDLY

The following anti-patterns are not theoretical. Each has been observed in more than one
operation in the past eighteen months.

The PoC velocity trap. A vendor pitches a six-week proof of concept. The operation
agrees because the timeline is small. The PoC succeeds against demonstration data. The
“production deployment” is treated as a configuration exercise rather than an integration
project. The substrate gaps surface in week two of production, and the agent is either
disabled or runs against unreliable data because the integration work needed to remediate
would push the timeline beyond what the original PoC commitment allowed.

The agent-first vendor selection. The operation issues an RFP8 for an Al agent capability.
The RFP is technically excellent. The winning vendor has a strong model and weak data
engineering. The contract is signed. The data engineering work that should have been a

8Request for Proposal — the formal procurement document a buyer issues to invite competing vendor proposals against a
defined scope.
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precondition becomes a change order halfway through the project, at the consultant's day
rate, after the project has lost executive air cover.

The data lineage shortcut. The agent is deployed against data that has been transformed
through ETL® or feature engineering pipelines whose lineage is documented only in code.
When the agent produces an unexpected output, the team cannot trace which input drove
which output through which transformation. Investigation takes weeks per incident. The
operations team loses confidence faster than the engineering team can restore it.

The "we'll add governance later” argument. The operation deploys the agent without
governance structure: no owner accountable for output quality, no override protocol, no
decommissioning trigger. Governance is treated as a phase-2 deliverable. Phase 2 never
starts because phase 1is now in production and the team has moved on to the next pilot.
The agent ages in place, gradually accumulating misalignment with the operation’s actual
practice, until an incident forces the question of who has been accountable for it.

The compliance afterthought. The agent is deployed without explicit thought to ESG audit,
safety case, or regulatory reporting requirements. When an audit comes, the operation
discovers that the agent’s outputs are entangled with regulated decisions in ways the original
deployment did not anticipate. Untangling them requires either rebuilding the audit trail post-
hoc (expensive and partial) or pausing the agent until the case is documented (operationally
disruptive).

Each of these anti-patterns has a common root: treating the agent as a discrete capability
rather than as a participant in an existing operational and governance system. The fix is to
treat the agent's deployment as the integration project it actually is, with substrate audit,
governance design, and decommissioning trigger as first-class deliverables.

WHAT AGENT-READY DATA ACTUALLY LOOKS LIKE

This section is the operational checklist a CIO can hand to an operations team and an
integrator to use as the precondition gate for any agent deployment whose action scope
crosses the safety/environment/revenue threshold described in Section 09.

On master data: every entity the agent will reason about has a documented canonical
identifier, a documented owner accountable for its currency, and a documented reconciliation
procedure to the other systems the agent will read. The reconciliation has been audited
within the past twelve months.

On telemetry: every sensor whose reading enters the agent’s reasoning has a current
calibration certificate, a documented uncertainty range, an automated fault-detection regime,
and a documented policy for how the agent’s pipeline handles fault or expired-calibration
conditions. The policy specifies what the agent does, not what it should do. There is no
implicit handling.

9Extract, Transform, Load — the data engineering pipeline pattern that moves data from source systems through transfor-
mations into a destination store.
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On time series: the historian distinguishes no data from data is zero in every query path the
agent uses. Gap-flagging is at ingestion, not at consumption. Agent queries propagate gap
awareness into their outputs.

On process metadata: the agent's documentation includes a list of process parameters
whose configured values reflect known sensor problems, instrumentation biases, or opera-
tional workarounds. The agent is forbidden from reasoning over these parameters as if they
were direct measurements of the underlying physical reality.

On override telemetry: every operator override of an agent recommendation is captured
with operator ID, timestamp, the recommendation, the override action, and a reason code
from a controlled list. Overrides are reviewed weekly by a named owner and fed back into
the agent’s evaluation loop monthly.

On audit trail: for each agent decision, the system persists the full input state, the model
version, the reasoning trace, and the recommendation. Persistence is for the duration
required by the most demanding regulatory regime the operation is subject to, plus one year.
There is no rolling-window erasure of decision history.

On governance and evaluation: the agent has a named owner in the operations chain of
command, not IT, with authority to pause it, a documented review and escalation protocol,
and a decommissioning trigger that fires automatically on defined conditions. Performance is
measured by a KPl owned by an organization other than the deploying team and independent
of the agent's optimization target. Drift between the two is reviewed monthly.

An operation that can answer “yes, in writing” to each item above is ready to deploy au-
tonomous agents in high-stakes domains. An operation that cannot is not ready. The
substrate audit gap is not a maturity problem. It is a deployment-readiness gate.

u
“The cheapest way to make an Al agent smarter is to make its data substrate trustworthy.
The most expensive way is to skip that step.”

— NTT DATA - Natural Resources Practice - 2026

KEY INSIGHTS

The claims of this paper — each able to stand on its own — are presented as a one-block-
per-insight memory aid.

Agents do not fix bad data. They amplify it — reading at machine speed, acting at machine confidence,

and documenting decisions in formats no investigator can later reconstruct without the originating
substrate.
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2 "We have the data” is an inheritance from the dashboard era, when bad data still produced useful-
looking outputs because a human was reading them. The agent inherits the headline without the human
maintenance that kept it true.

The most discussed failure mode — hallucination — is the least dangerous, because it is visibly
wrong and gets rejected. The most expensive is confidence misplacement: recommendations plausible

enough to follow, systematically biased by an input the agent cannot distrust, undetected until cumulative
damage forces investigation.

4 Decision laundering is a governance problem created by technical architecture: the operator is
the actor of record, the agent is the deciding entity, and when the decision goes wrong the chain of
responsibility evaporates — in front of a safety investigator, an ESG auditor, or a regulator.

If you cannot reconstruct what the agent knew at the time of a specific decision — full input state, model
version, reasoning trace — you are operating without an auditable decision history. Most institutions
discover this at the worst possible moment.

6 Five foundation layers gate high-stakes deployment: master data, telemetry quality, time-series
integrity, process metadata, human-in-the-loop telemetry. Foundation-then-agents is not caution. It is
sequencing — the same investment you would make regardless, ordered so that the agent meets data it
can trust.

The readiness test is binary and documentary: an operation that can answer the five diagnostic

questions "yes, in writing” is ready for high-stakes agents. One that cannot answer them is not ready.
The substrate audit is a deployment gate, not a maturity aspiration.
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RELATED READING AND NEXT STEPS

Related Content in This Series

This is the first published piece in the Foundations Before Agents series. Subsequent pieces
will examine the substrate audit methodology, IT/OT integration patterns for agent readiness,
and the governance architecture required to make agents auditable.

All content available at biztalksnttdata.com

Next Steps

1. Run the five-question diagnostic from Section 08 with your operations counterpart
and your current or prospective integrator. The conversation is short. The answers are
revealing.

2. For agent deployments already in flight: identify the action-scope threshold from
Section 09. If your agent’s actions cross the safety/environment/revenue threshold
and the substrate audit has not been completed, pause the action authority while the
audit runs. Observer mode is not a step backward; it is a step toward a deployment
you can defend.

3. Foragent deployments not yet committed: require the substrate audit as a precondition
in the procurement. Treat foundation engineering as part of the project scope, not as a
separate program. The vendors that respond well to this framing are the ones whose
deployments succeed.

4. For board-level conversations: the metric that matters is not the number of agents
deployed. It is the percentage of agent deployments whose decisions can be audited
and defended six months after the fact. Thatis the metric that will distinguish operational
leadership from accumulated liability over the next two cycles.

NTT DATA - Natural Resources Practice - 2026 - biztalksnttdata.com
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